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Abstract of JP 2002222170 (A) 

PROBLEM TO BE SOLVED: To conduct a user authentication with high reliability even for an 
Internet terminal of low level specification. SOLUTION: An authentication server 10 stores a 
table wherein the first identification information is made preliminarily to correspond to the 
second identification information. A key prepared optionally by the server 10 is received in a 
hand-held terminal 100. Irreversible change information of information including the key and 
the second identification information is computed thereafter to transmit information added to 
the irreversible change information with the key and the first identification information, as an 
authentication code. The second identification information is aquired in an authentication 
server 10 side based on the first identification information in the received authentication code, 
referring to the table. Then, irreversible change information of information including the 
second identification information and the key in the received authentication code is computed. 
The user is authenticated when the resulting irreversible change information is consistent with 
the irreversible change information in the received authentication code. 
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5, 06AO7P— f--v-Mc:$!-?TfgiE3— Fc9#$ 
Mli, fgfl^-^'l 0C0CPU1 6 

(4, 05. 06B<7)7n-?--v-M=flSoT*-tf>j£ 
ft, i-1fEaE«Hi»*1f 3 . 

[0035] fSII-f-^l 0»A-Ffa?20{: 
(4, fc^A 1 1 «>a-if «1t - ?^-X 1 4 **1B»S ft 
TV^S. JL^WlT-^^-X14cO«cO-m, 
04 BfcjjH". a-HffljT-^^-X 1 4fc!4. We 
b-t-A'2 0 O^-t'XSrfiJffl-f SCktov^T^a 

liSixtfcD. *h.fcf5flHWi. miass'Jffi*. ^2ii 

[0036] »^tf«*100f)CPU102(4. W 
e b-tws'2 0 OOH^SraSrSttSiftik tT. MI 
f-A'l OtT^-bX-r^(05X-r>yrS5O2) . 
fgiEf-Al 0WCPU 1 6(4, T9*Xifih&i)^fr 

*n»L-cfc^(xx7rs5 04) , 7?tx#hti 

tt-ift&tl Uf'yrs 5 0 6 ) . ^f-(4, Eg 
J|tf0SLaiE^T"$)l>. CPU 16(4, fBRtfcdf-t, 
mi^-^k, S24f— «^fc4MWUUr-y7-S5 
08)^7^3 yfif~^<-x i 2 izmkth 

(XT77S5 10) . t'yyaVUf-n-Xl 
2<0flBt<0-WS, @4Afcjjtt. df—|j, S5ldf-«5 

it, #*-co3fM8fc#5AfciE»3;fU. ^13, C 
PU16(4, X-f-y7S5 0 6(CfcVi-C^7^g>-l : a 
r-^^-x 1 2 i#S5St S i k C4 0 , KtlEli^ii 
T v ^ k teWZi t> mi ftf&t& 4 o fc t T v^s . 

[0 0 37] BB-th-^l 0COCPU1 6(4, ^f-*» 
^fl«* 1 0 0 tlff-tl. Uf7 7'S5 12).i 
ftlWlOOWCPU 102(4, ^-i«^f&36» 
S*^f«LT43D(Xr'/rS5 14) , WtLfc» 
#t(4, 12113- (06 A) Srff d. CPU 

1 0 2(4, 5MLfc*-*, ^1^-gS^-k, H2^- 
»»tc4M»t4 (06AXf >y760 2) . *-fr4HH 
■tS^;P-;K4. fIK^-A-1 Ot*3itl»05XT7 
rS508fc43(tl»tcOk|aI-tW«l f >l»<, CPU10 

2 (4 , a-if 4 o r s i mwmm t m 2 nsm 

mnXWhhiy^P^m-th (06 AXf 7 7S6 
03) C CPU102(4, SSI M8M*fcS2iHNHMI 
« A**% 0 ft k ipJBf-WUf « "JB 2 tigiJtf mt *-t 

i&b-ttznmmz^x <D^ms.m «■ ssat 

5Uf7/S6 04) . CPU1 0 2(4. #£>tl£T 
^iSSSEIfffflt S 1 l«3WI8k ^^jb^ftlE^iJ^m^ 
ffcts (^f?rs 6 0 6 ). ddWBf#'ft;(4. tcw 



! ( 8 ) 002-22 2 170 (P2002-222170A) 



mmtmi mmwrnt^mx , m 1 *-mtt%ttt\st 

IZklzX-iX. fllln-KiH«-fl> (Xr-yTS6 
08) . I6AXf77"S604. 606, 608tfc 
^xmmitzXdiz, ltfiE=?-K(4, SUf-M, & 

[0038] 0 OCOC PU10 2(4, £1 

i o taHi-rs (H 5 xf 7 r s 5 1 6 ) . 

l»--m 0C0CPU 1 6(4, 12113 -KSrSff-f £ 
0iB 3 &»£!pj|0rLTi5 9U'r-y7S5 18) , SflLfc 
fc HBrttfitf, SfBPI ( H 6 B ) £ff o . 
[0039] BB-tfW* 10«CPU16ii 
F^Oft 1 *-»#£BiKLT , £0® 1 df-SMbWa 

4 AC«ij<t S -b 7^3 yflf-^^-X 1 2 IZim 
ZhX\^l W8frt: ! mt& (0 6 B Xf 7 7 S 6 5 

2 ) . C P U 1 6 (4, ffl 1 *-9Mh&«-fe 7ya >«ilr 

-x— fKIEtt "X5-" X'fo&tmmt&Uf-vTS 
6 64) . "I7-" kWSrt£3Iii(4, Mi 

ii'^c7)jL-Hf>\ iiE-tf-A'i otr^-fex-rixifc^ 
<^mz*~zwAifzmmm&*\ hw$. 4 

h3 0 0±T"3lSff $iH>^f-^jE(cE# 

-/l- (H5Xf 7 7'S6 0 2#M) i £:&<fSfIE 
n - H £f&ii t ojtgtt^ft SfcAK , 9 1 

■fe 7 >- a ywar-f^-x i 2 ti en ztixwz^z. 
uz+xhfrhxhh. 

[0 04 0] CPU 1 6(4, ftX^-Wtttf*.-*** > 

mmr-f^-x 1 2 t!e»$iro^ tnnftfKf, 
$ i ^~at*fc*fjEts»2 m?i ztiiz 

iot, ^-£ft£K#t&(XT77°S6 54) . c 
PU 1 6(4, n%Uc^~^^'y^3y^mr-9K~- 
XI 2^«I£tl>(Xx77°S6 55) . CPU 16 
(4, BB3-K*«0. m§8BUffi«fc*»Tffi3SMffi$lii: 

Sr£*>tffciE^ij£ i*#fcLfcaia*B»i/c , ;ft^ 

«0Bf#^»< (Xf7/S6 5 6), ifttiO, CP 
U 1 6 (4, ft 1 RMflfflfe , "ft2asijffifgi: df- 1 * 

^b^fzi&^mz^xm^m^mwm' t, s-kw 

[004 1 ] !2Iif--Al 0WCPU1 6(4, M%l?Z 

m i , H4 Bizmrti^—rwr 

\ A{ztmztix^h*<nw,vmmmzn 
mmrmmmitmmh uf ^rs 6 5 s > . 

CPU 16(4, ^<7)K#L^m2l«tfffit, Xf77 

5 6 5 4T"K#L^^-i; ^^^IB^iJtov^TO 
=Fi>rag3SflHI***** Uf77S 660).;; 



■pt^rassgflHiicoaijwi , h 6 axt 7 r s 6 o 4 

fcfc^TtMfffK* 1 0 0 <7)C P U 1 0 2 t 
cr)tm~-Vl><7)$:m->X^& « fME+f-Al 0»CPU 

im¥\kz^x^wmm.w t, isxfyrs 

5 1 8T3HSLfcBK3- H+O, "m 2tSM«$5i: ^ 

XT77S662) . CPU1 6(4, £*LfrUi:«tt 
1ti(4, fto- FSfBl "X5-" 
(Xf7/S664) . ii"C, "X7-" t«BW* 
M4, W*.tf*tfW.-lW, I6AXT7/S60 3 
fc*SWt, H4 B«a- 1 4CIBII 
$ ftfcjESOfS 2 HffifflHR fc (4JI& & t, O * A* t 
*>, £>M>(4, TOcffiA^Hl^S'M 

mm® Lfz^x-hh tzwzimcom 2 issu-wfe t \&m 

6. 

[0042] fgiE-f-A-l 0OCPU1 6(4, WWii 

[oo43]cpui6(4, w±«xL--rax!mifi 

ofcf*, "BE^T" "X7-" TfcfcfrfcfdR 
tS(a5XT77°S520) . CPU 16(4, 
«*10 0(C»tT, "X7-" T?)ix(fX9-fffg 
SriSfit ( Xf77S 5 2 2), "ISIIST" T»*Uf 
l,?KI'F^ffi-«*iMfttS (Xf 77'S 5 2 4). fil±c0 

[0044] x— f ISiE^$^«*tffgffi* 1 0 
JL— if'(4, icOft, Web-f-A^OOcO^-fXt-O 

[0045] 4. *>-XfA(Cj;S»* 
«Stfl8^*fflJL~if|g|iEvXT^T{4, Ji^fflfS^* 

10 0i0CPU 10 2(4, ^2iisiJffliS(=*t-«»^l® 
SSEfMitaWLT^* (H6AXT77 o S6 0 4# 

ag) . ;fit4D, -ew4^fi^jeffi#*a-c(4, 

^*>, WitfCPU 1 0 2* s !SIEa-F^iMfit-|.lt(; 
(I5XT77S5 1 6#SS) , UtEMtX-yX^m 

%mmz^mzmztrfz®&x°i> , ®2ttsiifi»' 
mn^iifzmimti6ztt^\ itzt^x. 

X-fAfciWfllliE^xf A(4, a— fV8£t&£fro 

mmzfioz\ttfx%h, 

[0046] ttz. z^m2mmmt. wpr-*i 

0WCPU1 6tf&.{£-tlQM0)*-££ibt>tLX (H 

5xf77S5 0 6#f.) , ^i^mmt^tix^ 

6. H-<0»2IWWflHlltfflV^v>-Ct, Ml 

WfBS* 100C0CPU102(4, J.—fBiE*Stt 
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T^mzsm s*ir *&r*i> , ^^isigtf«s±M?) 

[0047]iff«100«CPU102L 12 
IE-?- a* 1 0 CDC P U 1 6 mi 3 Wil^jgtt#<7» 
ii, a>V J .~-?iz£mmZcffimz£^X'€bi\& 

(06 AS 604, S6 6 0#B3) . Ltzt^X. flRff 
10 0* fc«l«-A 1 0 1 IX , ffil^Sffli 

[0048] #K*>-X-rAii. jl— f S*iJtfi^M 
^KJfc^rffiX^-y ?tf>75 -y ?XW£«3Sfc 

fc* y a w WWSSfcSft.* *Tffitt *** < 5rv ^ , B 
En- HMW«ny*7 <! fc t>il«5rH. 

v^-ffit tr i , ^xtmzx iJ—Tmimmx-n 

iH6 A fcjjrfBUn- MMMStcon i^'-y 

£fc trt. iEaw»2aK!HlH8SiSS»S^TV^»t 

*.->\smmi-&mT+fi%** * l> f - <* #w*r & 

[0049] 1 0 CDC P U 1 6 ii, BIE3«- 

k~x 1 4 s - fc fc J 2 f»jM£ 

& (06BXf >y7°S6 58) . Itztf-oX. CPU1 
6ii, S!6BXr>yrS6 6 0tfc}tl»?F"BIjt3gM'lfll8 

Sfctf), *S*fc LTi— r§«ffi»fctT3 -fc 

[0050] mmmi 0 o«cpu 1 0 2ii, 11 

^•SrjlflLT^I. (06AS6O8«) . inti 

0 , 0U(i'IIIiE^-A' 1 0 <n C P U 1 6 tfjfcffff 

1 0 0fc^-£iMfi-f§Iffc (E15Xr"/TS5 1 2# 

t> , fc'cDj: 3 $riifl!J-C*-<0-«#£3S 1 I 
T US jW48J&3 . tSEMififd 1 
f#€1^ifci±SllT-*So ^LT, Igfl-tf-A'l 0CO 

c p u 1 6 sft tJtis i -x 3 y*s 

f-^<-xi2tWM, J—- tf'IIlRr "15-" 
fc-f* (i6BXf77S6 5 2. S6 64#gg) . L 

[ 0 0 5 1 ] gun - Kiis SS 1 *-SS#fc » IS 1 &3'J 



m fc ^aOBSSflHI fc fe^i>*fc WiJ * af#ft Lft 
Sf*t a^afifcfc, loowcpuio 

2fcJ^r>I«£ft£ (I6AXf7rS608# 
S3) « LfcWi X , MUSC P U 1 0 2 ^12K3- h* * 

Kf»Siute*6T*> . 1 afflOfWSi: SWbfc 

[0052] 5. ^cDimmtmm 

I5xf7rs5 0 2ti)V^, **tt»»rii, CP 

u i o 2 «i-9--a i o tijsr^-kx-r * koizv 

ffi%t LX , We 0 0c7)*-A^-^±tf2 

e b h?-- a- 2 o o tub mm- j uocj^i/^h r 

[00 53] ia5XT'y7°S5 0 6tCfcV^r, 
JBTCJi, C P U 1 6 tf-te 7^-3 yfif-^"<-x 1 2 

[0 0 54] 05Xr'yTS5O8fcfcV^r, 

ix, *-<7)m i i<7))]/-ji* i $zmi-&iot l zi-&zbh 

"C#5. C«*S^, IIIE-f-A-l Ofcj£SfHf$R**l 0 

[00 5 5] ^-iiMWttv^JHrcti* 
< , df-* 2-5Jii.±-f«ts«Jlfc ur fci v\ cco« 

fIf-?<-71 2tC|aiiLtfe§, I6A7T77 
S6 04{CfeV^r, fll®tl«*100c7)CPU102 

z*-b*mt><?)bi-$>, -etr, ise^-a-ioco 

CPU 1 6(±, SiE3-Kfcf«inS*lfedf-t«^V^ 

r , * x a y^fflr-^^-x i 2 mi ur^at 

SSffl* fc 3 iiT V Jf-SrKft-t S «fc 3 fc LT t> X 

[00 56] ^rfc, ^-*4MW6ikKov^Ttt, ± 
JiLfci: 3 fc, mH^fcJ; l.^- *?m 1 ^f-g|5^#g 

tT»€tl«* 100WCPU102 cOMS^ K< t 
STO « ^, i «t 3 ^Jf-WM'Ma&«B& LT 
t>i^. itfD*^, l6A7f y7°S6 0 8fcfcV^r, 
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S6 54fc*iVvt, WMy-rtl 0WCPU1 6i±, -fe 
■yi'siflf-mi 2£^3gt S«ri:%•<= s f- 
[00 57] I6AXf77S6 0 3Cfc^t, *Htt 
CPU 10 2A*. a— fcOltmcJiCtTmi 
f»M$8i H 2 ftSiJ'lf #<7)AA* J *I.^S*^W»t«. 

ffiOHit^JBfc L'C C P U 1 0 2 (i, 1 
0 OKIB«Sfl*CV^«WIMf««*l 0 0 g*«7y> 

Amm-miti z t & < , shm w* i o o <o 
» g -wis 2 ism, *> § v mmuz mmm 

[00 58] H6AXf"y7°S6 04fci6UT. *Hffi 
JBB-Cii - 18 2 tf^Jfit* t * - £ HbttB™-mzn \ 

mm^mnmnnriidt y xa« , m d 2 . m d 4 . 

sit fcj: •oXTtmimmx^mmb-timi 
m^xm%ixi>£\\ 

[0059] ifc, Xf <y7*S6 0 4fciJVvCli, CP 
U 1 0 2»i, "»2«9«B«fc=af-*#JnL5t£^" 
^njjt^M^^-ri, ; 1 1 Lx 

s^st^-m^ ^crM^mimmtix, -m 
x ^xm^b^tzB^it itzmzT^m^tmi 

SBttsiati/ctJ:^. <I<7)*§£\ ISII-t-A'io 
WCPU16t. 06BXr>yTS66 OttJ^T. -£ 

mmtmm^mwnzx -ox "mm^mt 

[ 0 0 6 0 ] H6 AXf77S6 0 6cDHt-^{yi, *g 

•caJRfc-f* ± 0 lzlx^&$\ ZtUzf&t>titi>cr>-? 
ttfc < ^Mi^ftT/W' 'J XJU LT t> J: V >. 
wffttLTi, S?2J»jfif«^ 

; z xmmitrji d y x'a «t , ^fflUBf^-^ff W 
§ixl> R s AHf#^^P3ft«#<7) i 3 Sr-fe^r a U r 

J; 3 -y ? coc p u tfiv ^ 

[006 1 ] X-f-yTS6 0 6(Cfc^?«i, CP 
U 1 0 2»i, SldfHWJ-tBWftL^ifcfc IX ^ 



[0062] 06 BXxyTS 6 6 2T14, $gdfiK?JB 
T"(±, CPU16I1 "*2WWflHRi: 

*iKB8^st><oTtt=3:v\ zvimmtmmk ix. 

CPU16I1 0 omtfi&i-fl "»2 

HfflffiT fc, ^^wn'io "»23lg!Ht 

[0063] *»t»«tfc^T{i, JL~iff2iE{cfflvi 

tmrnt ix, mmm&i o o»^a^$^s. 

M i WWV « 1 8 2 ^S'Jffifgo 2 offflv ^ z k t IX 

ztiKMbtL&iiWcittcw zmmmtm 

V\ dtfO*^. -eix^^tffgii. IgiiE-^-A'l OtfOJ-- 
-fWlr-^^-X 1 4 t*>IB»S*i.5£fcfc 
f^ffi. «H8SiJfSffi4fc(±s m2liSiffl#c0 3 

BE-tw'Ci OcoJL—f^mf-^^-xi 4fc 

«•«.„ ^UT, 0OCPU1 6!i, H6 

BcOfglEMatcfeV^T, Xf'y/S6 5 8<0SQaStT*> 
-ffc. jl— fWSr-^^-Xl 4t*fe*»tAie»S 

gff^h^-ri. hcommi, z^-nmiz^ 
x "iwmzi" x-fo 1 1 pmti x o izttmx w 

[0064] ifc, a- «*W*^iHfi^SfMf8 

[0065] tflgfiEv 
XxATIi, a— ffi&bLX* »ffi»*10 0& 

*<r)\mmmm.k lx, z.-vwm.. mm. ez 
webmmm , j-sky web (mmm) . 

PDA, >fy?-*-yf^m, 
SrJStttfcfllS^W. ®^-y y?-*>y h«* 
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i o o & 6 ] tea, *nit»arcti. smwwbi§* i o 

mimmmmtix. mm. m~^m (j---?ft 
«) -c*6JL-*f i d, ?fS2f»M»fc lt, a— r i 

£, "»1*HW#" > "SS2*-g|S#" Lfc. ZtiC 
"^f— ID", " *'f ■< 15" fc ^ 3 SfiUfl t T 

[0067] i^mmmxit , c p u 1 6 nmmt&> 

<7)7W5i^, CPU 1 6^fc^a-f ! f2iITn/ 
A-Hfa^2 0, ROM112tf>WNl 

A*«StL^CD-ROM^A>!^ttitTA-Kf i 
X?mzAVXY-)Vttl\i.S,^« ttz. CD-ROM 
Wt, 7P-yt°- (Sftj&g) t>X? (PD) , I 

an- vmnruy^j^ a yta-^ ignoEgfttt 

ftifcfctSft. CD-ROM*' A, 7W5A£ 
4VX\—ll1rZ>ZUZZ.*) , CD-ROMfciaitS-y: 

tt*wcii*< , cD-ROMtieits^crn/7 



[0 068] &i>, aye^-^fcekot, mp$W& 
yuyy&tVtM.. ^cottcoj >x\—>vt&tm 
x*mmmm% i»«i±t*)6^ s -aflwwwwwcs 

£l/C28ff*r*frfc*>t>*tr. 
[0ffi«flS#&§ffl] 

[Hi ] fli«fflffiss*fflj-— fEii^xrAw^affiis 

[H2] fgfE^-^'l 0 <7V n- b" •> x Tffif&O-mZ^ 
[03 ] i^ffi#BS*l 0 0«^~F7x7«^P] 
[04 3 04 AH:, -fe 7 3 yfar-^^-X 1 2 CD 
9K-X 1 4<»>fl|^— WSSrtETC**. 

[05] a— fimmmyv-^-vx-foh. 

[06] 06A(i, Ji#ff«*10 0OCPU10 2 

06B{±, IliE-f-^'l 0<DCPU 1 6CJ;|,E|EM1I 
«7n-f-+-h-C#>ft<, 
[07] jl— f BB»a<»i SsrtHT* ft . 

i o o • ■ »Mg*gi* 

20 0- - We b-^-W 

1 0 • • fgll-t-A- 

12- • 4: >y v a y^flr-^-x 

1 4 • • i-fWr-?^-* 

3 00 • • 4>?-*-yh 



[01] 
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